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ABSTRACT

The U.S. Nuclear Regulatory Commission's (NRC) Information Technology/Information
Management (IT/IM) Strategic Plan for Fiscal Years 2016 — 2020 describes how IT/IM goals and
strategies at the NRC support and enable the agency's mission. The IT/IM Strategic Plan
responds to Federal Requirements in the Paperwork Reduction Act (PRA) and the Clinger-
Cohen Act of 1996, serving as the NRC's strategic information resources management plan in
accordance with Section 3506(b)(2) of the PRA. The plan lays out the mission and vision for the
agency's IT/IM efforts and establishes six goals along with the associated strategies. It also
defines measures of success in attaining the goals. This plan provides the technology and
strategic guidance that helps to inform and support the agency's budget formulation and
prioritization processes over the next 3 — 5 years.
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EXECUTIVE SUMMARY

The U.S. Nuclear Regulatory Commission (NRC) has updated its Information Technology/
Information Management (IT/IM) Strategic Plan for the years 2016 through 2020. The IT/IM
Strategic Plan describes how current plans support “Key Management Objective 2, Information
Management and IT,” in the NRC FY 2014 — 2018 Strategic Plan (NRC Strateqgic Plan). The
purpose of this objective is to make authoritative data sources accessible anytime, anywhere,
and on any device, while managing the risk of compromise of sensitive information.

The NRC IT/IM Strategic Plan for 2016 — 2020 acts on recommendations from the agency wide
long-term housing initiative as well as Project AIM 2020 (SRM-15-015), a task force established
in June 2014 to assess the agency’s ability to carry out its mission in light of a rapidly changing
technological environment and supporting workforce. These recommendations look toward the
future of the NRC mission, the future workforce, and the technologies that supports them. IT/IM
capabilities will be streamlined and enhanced as the NRC continues to consolidate offices.” The
IT/IM Strategic Plan outlines the technological support enabling the NRC’s day-to-day activities
including the licensing and regulation of commercial uses of nuclear materials and power plants;
research and testing; reactor training; nuclear fuel cycle, and the transport, storage, and
disposal of radioactive materials and waste. The plan also helps the NRC to protect public
health and safety, promote the common defense and security, and protect the environment.?

The NRC Strategic Plan offers a dedicated framework for building policies, governance, and
standards for carrying out a transformation and modernization of agency programs. The IT/IM
Strategic Plan was created to build on that framework and describes how IT/IM supports the
mission. It also describes how the expanded use of technology allows the NRC to challenge
conventional approaches for activities such as vendor inspection and protection against
counterfeit, fraudulent, and suspect items.

The goals and strategies presented in this plan will help direct the NRC’s IT/IM program
resources over the next 3 to 5 years. It includes, but is not limited to, the following:

e local and wide-area networks (LAN/WAN)
e computers and telecommunication devices
e information and records management functions

The plan covers applications and systems for corporate support functions (payroll, personnel,
and accounting) as well as mission-critical support systems (licensing, oversight, waste
management, materials management and emergency response) such as:

¢ RPS (Reactor Program System) — Oversight for operating reactors

e CIPIMS (Construction Inspection Program Information Management System) — Oversight
for new reactors

e eRAlI (electronic Request for Additional Information) — Licensing of new reactors

o ERDS (Emergency Response Data System) — Incident response

' Project AIM 2020 Recommendation -3¢
2 NRC Strategic Plan, Mission of the NRC
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¢ NMED (Nuclear Materials Events Database) — Materials management

o WBL (Web-Based Licensing) — Licensing and inspection of nuclear materials

e OCIMS (Operations Center Information Management System) - Incident response
e E-Rulemaking — Rulemaking

The NRC initiated the IT/IM Strategic Plan following the guidance in the Office of Management
and Budget's (OMB’s) “Common Approach to Federal Enterprise Architecture.” The IT/IM
Strategic Plan defines the technology goals and strategies that enable the agency to accomplish
its mission (see Section 2 of the IT/IM Strategic Plan). The information in this plan will offer the
NRC and other stakeholders with transparency into the full IT/IM investment portfolio. The IT/IM
Strategic Plan also serves as the NRC’s Information Resources Management (IRM) plan in
accordance with Section 3506(b)(2) of the Paperwork Reduction Act of 1995.

The IT/IM Strategic Plan is updated on an as-needed basis and published every 4 years, in
accordance with the Government Performance and Results Act (GPRA) of 1993, Pub. L. 103-62
and the GPRA Modernization Act of 2010. OMB’s Memorandum, M-11-29, holds agency CIOs
accountable for increasing the return on IT investments, accelerating the implementation of
business strategies, and ensuring alignment with agency strategic goals.

The NRC has developed ways to better manage and deploy changes to accommodate the
market drivers of today and create a better plan for tomorrow,* with the knowledge that plans
and funding will change based on external forces. Through the lifecycle of strategic planning,
the NRC will define a method to continually adjust to anticipated market drivers. The NRC will
define performance plans and report agency progress and will use appropriate performance
metrics to ensure that targets at the IT/IM strategic goal level are being reached.

3 Project AIM 2020 Recommendation I-1a
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MESSAGE FROM THE CHIEF INFORMATION
OFFICER

| am pleased to present this update to the U.S. Nuclear Regulatory
Commission’s (NRC’s) Information Technology/Information Management
(I'T/IM) Strategic Plan. The objective of the NRC’s IT/IM program is to make
it easier for NRC staff to obtain the information they need from authoritative
sources anytime, anywhere, on any device, while simultaneously protecting
sensitive information.’

The NRC'’s IT/IM program is designed to enable, through the use of Darren B. Ash
technology and information, the NRC’s mission of licensing and regulating the Nation’s civilian
use of radioactive materials to protect public health and safety, promote the common defense
and security, and protect the environment. The two main strategic goals from the NRC Strategic
Plan for Fiscal Years: 2014-2018 (NRC Strategic Plan) that support the mission are (1) to
ensure the safe use of radioactive materials and (2) to ensure the secure use of radioactive
materials.

The IT/IM Strategic Plan includes six major goals that support the NRC mission and offer
transparency into agency responsibilities and activities. These goals cover IT/IM solutions to
enhance mission performance, inform usability, promote business value, adapt technological
infrastructure, allocate resources, and prevent unauthorized uses.

Modernization of the NRC’s IT infrastructure and new business solutions enable secure access
to the NRC’s information systems. The addition of cloud computing and mobile technologies will
support the agency’s mobile workforce in its mission to oversee nuclear reactors and radioactive
material use while meeting the safety and security goals.

As the NRC Chief Information Officer (ClO), | am accountable for the agency’s IT/IM program,
the scope of which extends to every NRC office and affects both internal and external
stakeholders. The NRC workforce strives to maintain an open and transparent partnership with
our stakeholders, and to ensure responsiveness to future data needs.

" NRC Strategic Plan Key Management Objective 2






1. INTRODUCTION

1.1 Purpose

The IT/IM Strategic Plan supports the agency’s mission to license and regulate the nation’s
civilian use of radioactive materials to protect public health and safety, promote the common
defense and security, and protect the environment. The plan also specifically addresses the
current and future state of the agency’s technology investments and assets that support the
mission and the corporate support functions of the NRC. These investments and assets include
computer networks, desktop computers, telecommunications, mobile computing technologies,
collaboration tools, information and records management, software development activities,
cybersecurity, and all NRC systems and applications.

The NRC’s IT/IM mission and vision have been developed to support the agency’s strategic
objectives.

IT/IM Mission

Manage information and employ information technology to enhance information access
and strengthen agency performance.

IT/IM Vision
Get the right information to the right people at the right time.
The NRC has identified seven IT/IM business challenges related to the IT/IM objectives stated in

the NRC Strategic Plan that will help define the future direction of the agency’s IT/IM
capabilities.

Page | 1-1



Table 1 IT/IM Business Challenges

‘ IT/IM Business Challenges

Make the NRC’s authoritative data securely accessible from anywhere, at any time, on any
device to support the agency’s mobile workforce'.

Remain agile to respond quickly to external factors with security requirements? and new
communication technologies.

Leverage innovative technologies to coordinate and share information on the safety/security
interface with domestic and international partners® in a cost-effective manner considering
industry best practices to enhance mission capabilities.

Manage and optimize the IT portfolio and resources to enable the mission.*

Manage risk-based cybersecurity strategies to protect against sophisticated cyber attacks.®

Support a “Future Ready” workforce equipped with modern tools, technologies, skills and
knowledge necessary to meet both current and future mission needs.®

Maintain and enhance foundational services and infrastructure to enable the mission.”

In addition to the business challenges, the NRC is also responsible for meeting the regulatory
and statutory Federal mandates for IT/IM listed in Appendix A. The combined challenges and
mandates are the drivers for the FY 2016 - FY 2020 IT/IM goals and their underlying strategies.

1.2 Relationship to Other NRC Plans

The NRC has developed related documents that outline the methods in which the agency will
meet the future needs of its stakeholders. These
documents include but are not limited to the: NRC Strategic Plan

NRC Strategic Plan - The NRC Strategic Plan
describes the agency’s key strategic goals and IT/IM Strategic Plan
objectives, focusing on the safe and secure use of ——— ——

nuclear materials, and outlines the specific
strategies to achieve them. IT/IM Enterprise Roadmap

NRC IT/IM Strategic Plan - The IT/IM Strategic
Plan outlines how the NRC will meet the “NRC Implementation
Strategic Plan Key Objective 2”: Make it easier for
NRC staff to do their work and to obtain the
information they need from authoritative sources
anytime, anywhere, on any device, while managing
the risk of compromise of sensitive information. v

NRC IT/IM Enterprise Roadmap - The enterprise
roadmap represents a high-level summary of the current and target state of the agency’s IT/IM

" NRC Strategic Plan, Key Management Objective 2

2 NRC Strategic Plan, External Factors Affecting Security Objective 2
3 NRC Strategic Plan, Regulatory Effectiveness Strategy 3

4 NRC Strategic Plan, Key Management Objective 2

5 NRC Strategic Plan, Security Objective 1

6 NRC Strategic Plan, Key Management Objective 1

7 NRC Strategic Plan, Key Management Objective 2

Page | 1-2


http://www.nrc.gov/reading-rm/doc-collections/nuregs/staff/sr1614/

and presents key modernization initiatives that will enable the agency’s mission and lead to the
achievement of the goals and strategies outlined in the IT/IM Strategic Plan. It describes a plan
of key activities and projects for each IT investment to ensure consistency in IT programs,
messages, and themes communicated to agency stakeholders, and to move the agency toward
meeting its overall mission.

The NRC has developed performance indicators for tracking progression of the goals and
strategies. The agency will then carry out the activities outlined in the enterprise roadmap, using
the results of the performance indicators as input for the next iteration of the strategic planning
process.

Containment vessel bottom head for Plant Vogtle's Unit 3 reactor
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2. IT/IM GOALS AND STRATEGIES

The agency has worked with its stakeholders to develop goals, as well as the supporting
strategies to achieve them. The NRC is committed to carrying out innovative IT/IM capabilities
that deliver cost and performance improvements. As illustrated in the diagram below and the
text that follows, six IT/IM goals encompassing both mission and corporate IT needs have been
identified.

FY2016 — FY2020 Strategic Goals

Deliver Business Capabilities to
T

Enhance Mission Performance

SOLUTIONS

Improve Information Usability

INFORMATION

= Engage Customers to Promote
SSY

Business Value

Develop an Adaptable
Technology Infrastructure

Maximize the Strategic
Allocation of IT Resources

Prevent Unauthorized Access to
Agency Information and Use of
CYBERSECORITY Government-Issued Credentials

Figure 1 IT/IM Strategic Goals

The NRC has also developed a performance management program that will give a tangible
target for performance, as well as the means for tracking targets and outcomes.’ The NRC
leadership continually reviews the IT/IM goals to ensure that they are aligned with the strategies
in the NRC Strategic Plan; that they are attainable, and that they are results-driven.

2.1 IT/IM Strategic Plan Alignment to the NRC’s Strategic Plan

This update to the IT/IM Strategic Plan reflects the current state of ongoing IT/IM transformation
efforts. The IT/IM Strategic Plan aligns directly with the higher level agency plan (as outlined in
the table below); alignment continues into the strategy level, and ultimately influences the
activities defined in the IT/IM Enterprise Roadmap. As a conduit between the strategies and
objectives in the NRC’s Strategic Plan and the activities defined in the IT/IM Enterprise
Roadmap, technology planning is always focused on enabling mission success.

" NRC Strategic Plan, Fiscal Years 2014-2018, At-A-Glance, “Additional Management Objectives”
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NRC Strategic Plan
Key Management Objective 2, Information Management and Information Technology

Make it easier for NRC staff to do their work and to obtain the information they need from
authoritative sources anytime, anywhere, on any device, while managing the risk of compromise
of sensitive information.

Table 2 Alignment of NRC Strategic Goals

NRC IT/IM Strategic Plan

NRC Strategic Plan

Goal 1 Deliver business Information Improve the value of the NRC'’s
capabilities to enhance Management and | IT solutions by providing the right
mission performance IT Strategy 3 products and services when and

where needed to support the
agency’s mission.

Information Improve enterprise IT planning,

Management and | budgeting, and performance

IT Strategy 4 management to effectively
manage IT resources and
investments.

Goal 2 Improve information Information Enable the NRC'’s staff to easily
usability Management and | find and use the information they

IT Strategy 1 need.

Openness Make clear information about the

Strategy 1— NRC'’s responsibilities and

Transparency activities accessible to
stakeholders.

Goal 3 Engage customers to Information Improve the value of the NRC’s
promote business value Management and | IT solutions by providing the right

IT Strategy 3 products and services when and
where needed to support the
agency’s mission.

Additional Improve the accessibility, delivery,

Management and utility of the services that

Objective - employees and organizational

Internal units need to work effectively.

Customer

Services

Goal 4 Develop an adaptable Information Develop a flexible technology
technology infrastructure Management and | infrastructure that offers the

IT Strategy 2 foundation to consistently deliver
the IT solutions needed to further
the agency’s objectives and
strategies.

Goal 5 Maximize the strategic Information Improve enterprise IT planning,
allocation of IT resources | Management and | budgeting, and performance

IT Strategy 4 management to effectively

manage IT resources and
investments.
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NRC IT/IM Strategic Plan

NRC Strategic Plan

Goal 6

Prevent unauthorized
access to agency
information and use of
Government-issued
credentials

Information
Management and
IT Strategy 2

Security
Objective 2

Additional
Management
Objective - Cyber
and Information
Security

Develop a flexible technology
infrastructure that offers the
foundation to consistently deliver
the IT solutions needed to further
the agency’s objectives and
strategies.

Ensure protection of classified and
Safeguards Information

Prevent unauthorized disclosures
or modifications of NRC
information and minimize
disruption of the NRC’s mission.
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Goal 1 - Deliver Business Capabilities to Enhance Mission

Performance

The NRC delivers IT/IM capability-based solutions to support mission activities through
automated business processes.? IT solutions delivered to staff and management include the
evolution of the “Bring Your Own Device” (BYOD) program; identity management and
credentialing; configurable and reusable IT/IM platforms; automated system access control;?
and automated workflow systems for licensing, oversight,* enforcement and incident response
functions.®

The NRC is expanding the use of IT/IM capabilities and enhancing mobility solutions to meet its
growing IT/IM requirements® and has defined the following five strategies for achieving this goal:

. Strategy 1:  Improve the effectiveness of IT project management (PM) methods
and principles throughout the agency.

. Strategy 2:  Deliver IT solutions to meet emerging program needs.

. Strategy 3:  Enhance current IT capabilities through the implementation of additional
features, proven technologies, and shared services.

. Strategy 4:  Deliver new IT solutions that allow for both easier and expanded access
to relevant information.

. Strategy 5: Improve enterprise support for the development, testing, and transition to
production of new application and infrastructure solutions.

The NRC continually works to find IT/IM capabilities to enhance mission performance.
Capabilities under consideration include improved methods of internal and external data
transfer. In addition, NRC will expand the use of mobile information technology solutions across
the agency as well as outfitting NRC staff with more highly functional mobile technologies’ to
enhance their business capabilities and strengthen mission success.

To support the workforce of the future,® the agency will carry out a strategic workforce plan that
makes use of agency wide resource and workload management information to support
predictive analytics for better future resource planning.

In addition, the agency will launch a collaborative learning environment (CLE) initiative that will
incorporate technology to enable interactive training and learning opportunities over the Internet.

2 Project AIM 2020, Recommendation ll|

3 NRC Strategic Plan, Key Management Objective 2

4 Project AIM 2020, Recommendation 111-2

5 NRC Strategic Plan, Regulatory Effectiveness Strategy 2, Security Strategy 1 and Safety Strategy 5
6 Project AIM 2020, Recommendation I11-3b

7 Project AIM 2020, Recommendation I11-3b

8 Project AIM 2020 Recommendation 1-1
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The NRC will improve the fee billing process and data quality. This will improve transparency
and simplify how the NRC calculates and accounts for fees, and improve the timeliness of when
the NRC communicates fee changes.®

IT/IM capabilities that support the NRC mission have increased the need for cross-cutting
solutions accessible by the NRC’s diverse user community. Some of the cross-cutting strategies
that the NRC supports are focused on regulatory effectiveness and openness.' The NRC will
focus on an agency wide process automation and workflow solution to make operating reactor
license application reviews more predictable, timely, and efficient.

The NRC is also in the process of streamlining its IT/IM services to respond to emergent mission
activities by using the agile Software Development Lifecycle (SDLC) management approach to
deliver more capabilities in shorter timeframes.

Outcome-based measures for Goal 1 include:

o increased IT capabilities that enable agency workforce access to information

. enhanced IT capabilities to automate business processes

. enhanced IT capabilities to enable the agency workforce and affiliates to acquire
knowledge

9 Project AIM 2020, Recommendation I11-1
0 NRC Strategic Plan, Regulatory Effectiveness Strategy 2
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Goal 2 - Improve Information Usabilit

The NRC must effectively manage information electronically, to support both the needs of the
staff and the public. The NRC has identified the following four strategies to guide its current and
planned investments in the area of Information Management:

Strategy 1:  Enhance methods for the capture, usage, storage, and disposition of
information.

Strategy 2:  Enhance instruction and guidance to users for accessing information.

Strategy 3: Enhance openness and transparency of information by improving
electronic recordkeeping (OMB M-12-18).

Strategy 4:  Enhance methods for users to acquire information.

Through the NRC'’s information and records management (IRM) program, the NRC undertakes
projects designed to ensure that information is retrievable and usable by agency stakeholders."
The NRC has reviewed its IT/IM capabilities to streamline an efficient electronic recordkeeping
system. Agency policies, procedures, guidance, and tools will be updated to improve the
completeness and accuracy of information and to ensure information is appropriately handled
throughout its lifecycle.

The IRM program, in coordination with the Master Data Management (MDM) program, ensures
only complete, authentic, and accurate data is used in agency decision making. The NRC wiill
collect, store, and quickly analyze information using a single solution to gather authoritative
data, and offer the highest quality and most efficient service to the public and licensees.

The Digital Accountability and Transparency Act (DATA Act) of 2014 is intended to enhance
access and enable the sharing of financial data to achieve transparency. Project AIM 2020
recommendations express the need for acquisition process automation'? and standardization of
financial data in order to simplify the information gathering process and enable more efficient
and effective contract and financial management.

The NRC is also carrying out processes for the digitization of all agency records using improved
IT/IM capabilities to maximize accessibility and reliability of agency information. These strategies
are designed to increase the storage and use of electronic records and to ensure accurate,
reliable and authoritative data for decision making.

In addition to improving authoritative data, the NRC is enhancing methods to allow public
visibility into the status of Freedom of Information Act (FOIA) requests. Specifically, the NRC is
assessing new capabilities to improve the timely delivery of official information, as appropriate.
These capabilities include the use of Web content management solutions to simplify content
publication and navigation,'® Web-based technology standards to share data, and subscriptions
to quickly deliver information (including sensitive information, where appropriate) to targeted
stakeholders.™

" NRC Strategic Plan, Openness Strategy 1
2 Project Aim 2020, Recommendation |11-3a
3 NRC Strategic Plan, Openness Strategy 1
4 NRC Strategic Plan, Security Strategy 6
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The NRC also is developing capabilities that will allow access to data sharing of large files from
remote locations, as well as other reference material services, to create a more robust
enterprise search service. The NRC is also moving to consolidate the agency’s internal
information sharing and team collaboration capabilities to make greater use of an enterprise
Web-based technology platform.

Outcome-based measures that will be used to show fulfillment of Goal 2 focus on:

o assessment of consumers’ feedback on information usability
o assessment of paper records disposed of or digitized
o assessment from consumers’ feedback on quality of information services

Page | 2-7



Goal 3 - Engage Customers to Promote Business Value

The NRC is dependent on the effectiveness of IT/IM services in its engagement with both
internal and external customers. In support of these efforts, the agency invests its resources in a
dedicated IT/IM customer service division to improve the quality of IT/IM service delivery.

The agency has defined the following four strategies focused on improving IT/IM partner and
customer outreach, customer service, and service delivery:

o Strategy 1:  Increase accessibility and usability for staff and stakeholders of existing
IT/IM services and support.

° Strategy 2:  Enhance collaboration and communication with staff and stakeholders.
J Strategy 3:  Establish and promote customer service values and norms.
o Strategy 4:  Increase engagement with customers to determine business needs.

The NRC is focused on continued quality partnerships with its stakeholders, including the
international community, the U.S. Congress, NRC staff, and the general public. The NRC has
invested in IT/IM capabilities to foster these relationships. The NRC will look for opportunities to
further enhance these relationships through providing more flexible service offerings such as
help desk consolidation and enhanced self-service capabilities'® to promote an enhanced
customer service experience to meet the needs of our stakeholders.

Additionally, the agency is working diligently to improve services that align the work within the
Office of Information Systems and mission-focused offices. The NRC is moving towards
streamlining and centralizing processes that will reduce the need for multiple customer request
systems and will also enhance the customer experience.

Outcome-based measures that have been created to ensure success of this goal include:

. increased customer satisfaction on quality of IT/IM services

. increased independent customer usage of IT/IM services

15 Project AIM 2020, Recommendation 111-3¢
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Goal 4 - Develop an Adaptable Technology Infrastructure

Continued improvement in centralized planning and the deployment of infrastructure
investments and security are among the agency’s largest areas of IT/IM investments. These
investments are critical for the NRC to meet its mission of safety and security and to support its
business solutions. Mobile network and cloud computing technologies are changing rapidly,
which will require the NRC to incorporate flexible solutions architecture. This will allow the NRC
to take advantage of opportunities to deliver stable mission and business capabilities.

To align investments with the agency’s mission, and the rapidly changing landscape, the NRC
has defined the following three strategies for continued enhancement of its foundational IT
capabilities:

J Strategy 1:  Improve the IT infrastructure to enhance and modernize the customer
experience.

J Strategy 2:  Improve application hosting services.

o Strategy 3:  Improve IT security and resiliency to protect the agency from external and

internal threats to minimize the impact on the mission.

Improvements in planning and investment in infrastructure and security are critical for the NRC
to meet its mission. To support the mission, initiatives such as data center consolidation, long-
term federal solutions for the cloud and virtualization, sharing data centers with external federal
agencies and expanding access to the high-performance computing environment are in various
stages of development and implementation.

Through these efforts to improve infrastructure, the NRC can supply an expanded selection of
flexible, agile, value-added and transparent IT services in support of the goals and objectives in
the strategic plan. The NRC is also undertaking infrastructure capacity planning that includes:
increasing network bandwidth (allows fast and more stable connections for the Regions,
Resident Inspectors and HQ), IP (internet protocol)-based technologies such as Unified
Communications (UC), enabling desktop virtualization, virtual private network (VPN), wireless
network access, video teleconferencing, and virtual meeting that will allow the staff to work on
more mobile and reliable systems.

Successful accomplishment of this goal will be measured through outcome-based measures
such as those listed below:

o increased agility of IT infrastructure resources and service levels

. increased flexibility and quality of seat management service
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Goal 5 - Maximize the Strategic Allocation of IT Resources

The NRC maximizes IT/IM investments through IT portfolio management, supported by the IT
governance. Portfolio management and governance is used to control and direct IT investments,
prioritize investments that offer the highest value, and ensure business needs are met effectively
and within defined budget constraints.

The following three strategies have been adopted to maximize IT governance and the allocation
of IT resources:

J Strategy 1:  Enhance IT governance through the integration of IT investment
management, performance management, and enterprise architecture.

. Strategy 2:  Utilize strategic sourcing strategies.®

. Strategy 3:  Enhance IT strategic planning to drive budget formulation.

The NRC uses a capital planning and investment control (CPIC) approach (as defined in the
Clinger-Cohen Act of 1996) during the IT budget formulation'” process, as illustrated in
Appendix B. The IT/IM Strategic Plan and the IT/IM Enterprise Roadmap are used as inputs for
that process to ensure that funded IT projects address the NRC'’s strategic goals. This approach
gives a holistic view of an IT portfolio that incorporates enterprise architecture, IT security,
portfolio management, and budget formulation to ensure maximized, mission-aligned, IT
investments.

By accomplishing effective IT/IM oversight and control, the NRC will increase transparency into
the IT governance and acquisitions process'®. Implementing IT governance at the NRC will
maximize the IT investment value and achieve economies of scale of the investments. As part of
the governance process, the NRC will create improved agency wide IT/IM capabilities and
standards to ensure these technologies are sustainable, agile and adaptable to future
improvements.

The NRC is in the process of moving towards a services portfolio management approach to
optimize costs and increase the service model agility and transparency. The NRC is evaluating
and carrying out core IT contract vehicles (e.g., future of seat management at the agency),
which shall supply foundational IT capabilities.

IT governance helps carry out the IT Sourcing Plan, the IT/IM Human Capital Plan, and the
Reinvestment Plan (Appendix C). Successes of IT investments are measured through
performance reviews and a method of portfolio management that responds to new technology
requests while looking at agency IT/IM capabilities standards for compliance.

These strategies drive governance and allow managers to direct technology investments to
areas that will ensure the organization’s requirements are met. The NRC is looking toward future
IT workforce needs along with the “office of the future” to supply the right technologies to the
staff needed to run an effective organization. As part of this effort, we will review future

6 Project AIM 2020, Recommendation 111-3

7 Project AIM 2020, Recommendation Il-1 and I-2
'8 Project AIM 2020, Recommendation 1I-1 and 11-2
19 Project AIM 2020, Recommendation 11I-3a

Page | 2-10



technology needs on a continuing basis through IT governance and planning activities to verify
and validate that IT resources are allocated within the NRC accordingly.

The outcome-based measures below have been developed to ensure fulfillment of this goal by
increasing governance and transparency of the IT budget process:

o decreased cost deviation between budgeted and executed IT/IM resources
) achieved favorable score on Government wide IT dashboard
o achieved balanced IT/IM portfolio to support the agency’s mission
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Goal 6 - Prevent Unauthorized Access to Agency Information and

Use of Government-lssued Credentials

Cyber security is a high-priority area for the NRC. Increasing information visibility, while
protecting the integrity and security of agency information, presents a constant challenge.
To address this challenge, the NRC plans, directs, and oversees a comprehensive cyber
security program that emphasizes a balanced risk-management approach. The NRC must
ensure all information is secure at all times, this includes licensees.

The agency continues to improve its cyber security program and has developed the following
two strategies toward achievement of this goal:

. Strategy 1:  Increase information and cybersecurity awareness.

. Strategy 2:  Reduce information and cybersecurity vulnerabilities.

Security controls are required to enable risk-adjusted control elements in the computing
environment to help prevent data loss. In the event of a cybersecurity incident, the NRC will

institute continuity of operations (COOP) to sustain mission-critical functions and reconstitute
critical assets to a trusted state, supporting ongoing mission operations.

Through continuous monitoring and through the use of the Computer Security Office (CSO)
cyber risk dashboard, there is an enhanced visibility into the agency’s security posture. These
efforts enable a proactive response to mitigate and contain emerging cyber security threats.
Additionally, the NRC works to secure government issued credentials, and preempt
unauthorized access to agency systems, data, and personally identifiable information (PII).

The NRC is striving to stay at the forefront of technology in cyber security through continuous
diagnostics and mitigation (CDM) and re-examination of the practices associated with the
Federal Information Security Management Act (FISMA)?° to ensure an appropriately balanced
security posture. IT/IM capabilities to support a secure information environment include the
accelerated and mandated use of Personal Identity Verification (PIV) credentials, digital
signature technology improvements, enhanced security audit controls, and alternative two factor
authentication solutions.

Some of the outcome-based measures defined to ensure fulfillment of this goal include the
following:

¢ an NRC Cyber Security Dashboard score that reflects the agency’s security posture as
reviewed by the U.S. Department of Homeland Security

e improved organizational understanding of the need to manage cyber risk to systems, assets,
data, and capabilities

o safeguards deployed to ensure delivery of critical services

20 Project AIM 2020, Recommendation I11-3¢c
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3. LOOKING TOWARD THE FUTURE

In 1974, Congress created the NRC to ensure the safe use of radioactive materials for beneficial
civilian purposes while protecting the people and the environment. For over 40 years, the NRC
workforce has continued to ensure the safety and security of our country’s civilian use of
radioactive materials. In that same time period, technology has transformed the way the agency
performs its mission. The NRC staff is now able to work in a more effective, efficient, and agile
manner, documenting agency activities and sharing them with agency stakeholders in ways that
were unimaginable even in the recent past. With knowledge of how quickly technology moves
forward, the agency is keeping informed of industry-standard initiatives that will enhance the
capabilities of our current and future workforce.

In moving to the future, and to support the success of the goals and strategies outlined, the NRC
has taken the following actions:

. Uphold accountability: The NRC holds the CIO accountable for IT investment
decisions, leaving the offices accountable for delivering IT capabilities in support of
individual strategies in accordance with Federal Information Technology Acquisition
Reform Act (FITARA) of 2014.

° Monitor execution: The NRC has established business line performance indicators for
IT/IM to clearly articulate targets and offer ongoing oversight to ensure that IT/IM
strategic goals are achieved and tracked over time. The NRC will be using a logic model
process as one method to monitor execution success.

o Collaborate across the agency: The NRC encourages a collaborative culture to
promote transparency and coordination on all IT/IM initiatives. Through the use of the
annual Federal Employees Viewpoint Survey (FEVS), we are able to find opportunities
for improvements.

. Allocate resources strategically: The NRC monitors IT initiatives and allocates
resources strategically to ensure success through the budget formulation' and execution
processes.

. Communicate continuously: The NRC ensures that clear direction is communicated to

the agency’s workforce and stakeholders.

In addition to developing technology- and information-based goals and strategies necessary to
achieve the NRC’s mission, an enterprise roadmap has also been developed. The enterprise
roadmap is a high-level summary of the current and target state of the agency’s IT/IM Program
and presents key modernization initiatives to enable the agency’s achievement of the goals and
strategies outlined in the IT/IM Strategic Plan. Descriptions of several technology transformation
initiatives are included below.

' Project AIM 2020, Recommendation I1-1 and II-2
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Cloud/Virtualization

The NRC adheres to a “virtualize first” philosophy and approach for all new applications and
systems. With approximately three quarters of all production servers virtualized, along with the
successful deployment of an NRC private cloud, the NRC is continuing to streamline data
centers and move toward a consolidated data center approach.

Business applications continue to be virtualized to the greatest extent possible and, as if
needed, older versions are retired or replaced with newer releases. Over time, additional data
center consolidation efforts are expected and the core data center will offer support capabilities
to meet critical agency requirements.

Concurrent with this internal consolidation, the NRC will evaluate compliant Cloud Service
Providers (CSPs) based on the requirements contained in the Federal Risk and Authorization
Management Program (FedRAMP) to determine the optimal security controls and acceptable
risks for migrating existing IT services to the cloud. As FedRAMP continues to develop, and
issue guidance on high impact cloud service security controls, the NRC will expand our cloud
solutions to include high impact systems.

Through expanded virtualization, the NRC will better enable the use of IT resources to support
the agency’s future mobile workforce. The NRC will also expand cloud services to store and
share official information with our strategic partners, allow access to data from remote locations
and execute scientific simulations remotely. The NRC will also expand its use of cloud
applications to include Software as a Service (SaaS) framework for highly commoditized items
such as e-mail, data storage, and work productivity tools.

Disaster Recovery

The NRC will expand the disaster recovery (DR) program to manage and enhance enterprise
wide disaster recovery capabilities. Increased visibility and awareness of the DR program across
the agency will ensure a better, timelier, decision making process in the event of a disaster. As
we have seen from the 2011 Fukushima Dai-ichi event, disasters either man-made or naturally
occurring can happen and plans need to be in place for such an incident. The DR program will
integrate with the agency’s COOP program, ensuring that DR decisions and solutions are
directly related to specific COOP requirements.

Cloud computing makes more resilient DR solutions possible within the agency. The DR
program will continually assess the agency’s DR capabilities to include cloud solutions, COOP
requirements, and specific IT systems to ensure that mission-related activities are supported at
all times.

Future DR will make greater use of real-time incremental replication to make data, systems, and
their configurations available for continuous support of mission-essential functions. Processes
will be defined to enable recovery prioritization of mission-essential IT capabilities in an event of
a disaster.

Mobility
The NRC is making authoritative data accessible from anywhere, at any time, on any device--
internationally and domestically. Requirements to build a mobility program include; scalability,

flexibility, security, and adaptability. Current plans related to mobility include expanding the
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“Bring Your Own Device” effort, cloud-based solutions, and mobile public Web site and search
capabilities.

The NRC will improve digital mobility through development of clear technical standards and
requirements that meet Digital Government Strategy mandates. The NRC will engage other
Federal agencies to discuss best practices and look for future opportunities to support its mobile
workforce and the public.

The NRC will assess efforts to improve processes to expand the use of device-agnostic mobile
solutions across the agency as well as the use of mobile computers and thin client terminals to
allow greater flexibility and enhanced productivity of our agency’s mobile workforce.

The NRC is expanding its engagement with the international community. To support our
internationally mobile workforce, the NRC will assess methods to expand its file transfer and
networking capabilities from international locations.

Mobility will also be expanded to the use of tablets to help the resident inspectors? in performing
their mission essential functions by providing more readily available access to NUREGs and the
Code of Federal Regulations (CFR). In the future, access to mission essential applications
through mobile technologies will continue to enhance the staff’s ability to work from anywhere,
at any time, and on any device both internationally and domestic.

Cyber Security and Privacy

Cyber security is managed by the NRC’s CSO, which is responsible for planning, directing, and
overseeing the cyber security program, consistent with applicable laws, regulations, and
management initiatives. The Chief Information Security Officer (CISO) offers counsel to the
Chairman, Commission, and senior NRC management about programmatic, infrastructure, and
administrative aspects of cyber security to achieve and exceed compliance with federal cyber
security initiatives and mandates.

Mission-critical applications and continuity of operations procedures are of significant importance
to the agency. The NRC continues to invest in its cyber security risk management program,
which supplies a governance framework around IT investment and portfolio decisions to ensure
they are aligned with the NRC’s cyber security priorities. In an effort to maintain a vigilant
security environment, the agency will continuously improve its continuous diagnostic and
mitigation efforts.

A continuous assessment of the agency’s risk tolerance to achieve a balanced cyber security
posture is ongoing. For example, the NRC is able to respond proactively to incoming threats
through the use of software that employs statistical analysis to detect previously unknown
computer viruses.

Understanding the risk associated with the use of large amounts of unclassified documents
available through public document-access programs, the NRC closely monitors the development
and enhancement of the controlled unclassified information (CUI) effort, ensuring even
unclassified agency information is monitored. Increasing the ease by which agency documents
are approved, the NRC will enhance its digital signature capabilities to promote more effective
tracking, sharing and storage of approvals and workflows.

2 Project AIM 2020, Recommendation I11-3b
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The NRC'’s privacy program is based on the Privacy Act of 1974, as carried out by OMB Circular
A-130, the E-Government Act of 2002, and other agency policies. A cornerstone of the NRC’s
privacy program is that privacy and security offer complementary policies to enforce compliance
with cyber security standards designed to protect personally identifiable information. A key
objective of the program is to balance the operational needs of the agency with the privacy
interests of individuals. The NRC’s privacy program consists of statutory and policy-based
requirements and is carried out by Privacy Act officers, privacy points-of-contact, and offices.

Enterprise Technology Standards

A key component of IT operational effectiveness is maintaining a standardized technical
environment. When technical approaches and services are standardized, several benefits are
realized, including:

o simplification of planning and governance through reduced complexity of the IT footprint
and redundant data

. reduction of IT spending through improved re-use of infrastructure, software platforms,
data points, and related skills

. improvement of IT systems and service delivery

The NRC will achieve these benefits by developing and deploying architectural approaches and
principles. These initiatives include: setting organizational IT standards; establishing
vendor-agnostic technical standards; streamlining products by capability; standardization of
solution platforms, and simplifying data integration between systems to promote consistent use
of authoritative data sources. To achieve the results of reduction of IT spending, the NRC will
focus on reusable solution platforms that put into place common infrastructure, hardware, and
software tools.

Unified Communications

In today’s fast-moving world, it is becoming increasingly difficult to enable communication and
collaboration across the enterprise. Unified communication (UC) integrates today’s
communication technologies into seamless capabilities through the use of real-time
communication services such as instant messaging, user presence, voice (including Internet
protocol telephony), audio, and video conferencing.

The NRC will increase communications effectiveness through the development of a UC strategy.
The UC strategy will look at enhancing video conferencing capabilities and replace older
telecommunication technologies with Internet protocol-based capabilities. Voice over Internet
protocol (VolP) phones—and especially softphones—allow for greater flexibility and will reduce
connectivity requirements and decrease operational spending for telephony services.

To allow for the expanded uses of UC, the NRC will continue to expand the IP network
bandwidth within HQ, the regions and the resident inspectors’ offices. This will allow for a higher
capacity to host a virtual desktop and the virtual private network (VPN) to support an anticipated
increase of teleworking staff.
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4. SUMMARY

Through the IT/IM Strategic Plan and the IT/IM Enterprise Roadmap, the NRC has defined
technology goals, strategies, and activities that will benefit the planning and execution of current
and future IT/IM services and solutions. Because of the implementation of these goals and
strategies, the NRC will get the right information to the right people at the right time, ultimately
strengthening agency performance by enabling NRC staff and stakeholders to effectively license
and regulate the nation’s civilian use of radioactive material.
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Appendix A - FEDERAL MANDATES

Regulatory and statutory requirements are significant drivers of performance management,
strategic planning, and governance at the U.S. Nuclear Regulatory Commission (NRC).
Guidance detailed in the Clinger-Cohen Act (CCA), the Government Performance and Results
Act (GPRA), the Government Paperwork Elimination Act (GPEA), the Federal Enterprise
Architecture (FEA), OMB Circular A-130, and the Federal Information Security Management Act
(FISMA) have helped the NRC shape how it leverages information technology (IT) to optimize
performance and cost.

Determining how IT and information management (IM) can help address the strategic initiatives
of the agency is the responsibility of the Chief Information Officer (ClO). As the leading

IT change agent for the agency, the NRC’s CIO ensures that a strategic agenda for IT is
outlined, that it is aligned with the agency’s mission, and that it is executed effectively and
efficiently.

The Clinger—Cohen Act of 1996 established the Federal CIO position, effectively renaming the
former position of “Information Resources Manager” and raising the profile of the position. The
CIO is an executive-level position that reports directly to the agency head, with IT/IM as the
primary responsibility.

OMB Circular A-130 requires agencies to adhere to a CPIC process.

Table 3 Clinger—-Cohen Act Responsibilities

Clinger-Cohen Act CIO Responsibilities

Enterprise Architecture Develop, maintain, and facilitate a sound and integrated IT architecture

Establish capital planning processes that monitor and evaluate the
performance of IT projects

Integrate with the decision making processes for budget, financial, and
program management

CPIC

Ensure that the information security policies, procedures, and practices

IT Security and Privacy are adequate

Ensure the IT meets the policies and procedures of the Clinger-Cohen
Act and Chapter 35 of Title 44, United States Code

Promote the effective and efficient design and operation of major IRM
processes

Analyze and revise the mission-related processes of the executive
agency before making significant IT investments

Information Resource
Management (IRM)
IT Strategic Plan

Assess requirements established for agency personnel, executive, and
management levels of the agency in IT and IRM knowledge

Develop strategies and plans for hiring, training, and professional
development

IT Workforce Planning

Ensure performance measurements are prescribed for IT used by the
Governance/Performance executive agency

Management Benchmark performance in terms of cost, speed, productivity, and
quality of outputs and outcomes
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The NRC developed its first Open Government Plan, published on the agency’s Web page, in

response to OMB mandates.

By instituting enterprise wide IT governance, the NRC will ensure the deployment of

IT infrastructure and enterprise services needed for reliable and secure services.

The table below outlines the Federal policies for governing IT investments at the NRC.

Table 4 Federal Policies for Governing IT Investment

Federal Policies for Governing IT Investments

GPRA Government Performance and Results Act 1993

H.R 2061 Digital Accountability and Transparency Act 2014

— of 2013

FITARA Federal Information Technology Acquisition December 2014
— Reform Act

OMB Circular A-123 Management's Responsibility for Internal Control | December 2004
OMB Circular A-130 Transmittal Memorandum #4, Management of November 2000

Federal Information Resources

CFO Act of 1990 Chief Financial Officers Act of 1990 January 1990
Public Law 104-106 Clinger-Cohen Act of 1996 1996

FISMA Federal Information Security Management Act 2002

FISMA Modernization Federalllnfc_)rmation Security Management December 2014

Modernization Act

Public Law 107-347 E-Government Act of 2002 2002

FOIA Freedom of Information Act 2007
Memorandum 10-31 Immediate Review of Information Technology July 28, 2010

Projects

Memorandum 12-10

Implementing PortfolioStat

March 30, 2012

GPRA-MA

Government Performance and Results Act—
Modernization Act

2010

Title 44 U.S. Code Section 3506

Federal Information Policy/ Federal Agency
Responsibilities

2011

OMB Memorandum M-11-29

Chief Information Officer Authorities

August 8, 2011

The Common Approach to
Federal Enterprise Architecture,

May 2, 2012

Enterprise Architecture Guidance

May 2, 2012

Memorandum 05-02

Increasing Shared Approaches to Information
Technology Services

May, 2, 2012

Memorandum 13-09

Fiscal Year 2013 PortfolioStat Guidance:
Strengthening Federal IT Portfolio Management

March 27, 2013

Federal Enterprise Architecture
Framework (Version 2)

Enterprise Architecture Guidance

January 29, 2013

Federal Acquisition Regulation
Part 39

Acquisition of Information Technology

Revised
December 2013
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http://www.nrc.gov/public-involve/open/philosophy/nrc-open-gov-plan.pdf
http://www.whitehouse.gov/omb/mgmt-gpra/gplaw2m
https://www.congress.gov/bill/113th-congress/house-bill/2061
https://www.congress.gov/bill/113th-congress/house-bill/1232
http://www.whitehouse.gov/omb/circulars_a123_rev
http://www.whitehouse.gov/omb/circulars_a130_a130trans4/
http://govinfo.library.unt.edu/npr/library/misc/cfo.html
https://www.fismacenter.com/Clinger%20Cohen.pdf
http://csrc.nist.gov/drivers/documents/FISMA-final.pdf
https://www.congress.gov/bill/113th-congress/senate-bill/2521
http://www.gpo.gov/fdsys/pkg/PLAW-107publ347/content-detail.html
http://www.justice.gov/sites/default/files/oip/legacy/2014/07/23/amended-foia-redlined-2010.pdf
http://www.whitehouse.gov/sites/default/files/omb/memoranda/2010/m10-31.pdf
http://www.whitehouse.gov/sites/default/files/omb/memoranda/2012/m-12-10.pdf
http://www.gpo.gov/fdsys/pkg/BILLS-111hr2142enr/pdf/BILLS-111hr2142enr.pdf
http://www.gpo.gov/fdsys/pkg/USCODE-2011-title44/html/USCODE-2011-title44-chap35-subchapI-sec3506.htm
http://www.whitehouse.gov/sites/default/files/omb/memoranda/2011/m11-29.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/common_approach_to_federal_ea.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/common_approach_to_federal_ea.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/common_approach_to_federal_ea.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/sharedapproachmemo_0502.pdf
http://www.whitehouse.gov/sites/default/files/omb/memoranda/2013/m-13-09.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/fea_v2.pdf
http://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/fea_v2.pdf
https://acquisition.gov/far/current/html/FARTOCP39.html
https://acquisition.gov/far/current/html/FARTOCP39.html

Appendix B - NRC IT MANAGEMENT PROCESSES

The U.S. Nuclear Regulatory Commission (NRC) has carried out management processes to
ensure that its current and planned information technology (IT) investments conform to the
strategic plan and contribute to fulfilment of the NRC mission and operational goals.

IT Governance

IT governance is defined as the structure, processes, and systems that form the oversight and
coordination of the Office of Information Systems (OIS) functional areas, specifically enterprise
architecture (EA), capital planning and investment control (CPIC), and portfolio management.
Governance is defined as the policies, processes, and procedures through which the NRC
exercises authority and control of its IT activities. A governance plan defines the rules by which
the organization does its business, identifies the domains of decision making (and linkages
among domain levels), and formalizes the management processes that execute decision
making.

IT governance is a basic mechanism for the review, approval, and rejection of IT capital assets
and plans as they move through the agency’s management structure. A sound governance
process facilitates well-reasoned resource allocation and business decisions.

OMB Circular A-123, Management's Responsibility for Internal Control, establishes
management’s fundamental responsibility to develop and maintain effective internal controls.
It requires that information be communicated to relevant personnel at all levels within an
organization. The information should be relevant, reliable, and timely. IT governance helps to
achieve this focus.

The NRC has defined a governance structure that includes the use of governance boards.
The intent of these governance boards (described below) is to work with the CIO and the Chief
Financial Officer (CFO) to better align IT/IM resources to the mission of the NRC.

The following table summarizes the responsibilities and membership of the various groups that
supply key technology/information management governance within the NRC.
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Table 5 Key IT Governance Groups

Key IT Governance Groups

Lilit e Co-chaired by the agency Chief
Technology/ Provides business representation from : yt gency
. e ) . Information Officer (ClIO) and CFO,
Information the mission offices and regions for the with a voting membership comorised
Management Portfolio | oversight of the agency wide of office dirgctors and repional P
Executive Council IT portfolio. edminstrators 9
(IPEC) )
Provides oversight and makes
recommendations on strategic The voting membership is comprised
Information IT investments and their supporting of representatives appointed by office
Technology/ activities to promote the most effective | directors and regional administrators.
Information use of agency resources.
Management Board Provides insight into the development . .
y ; Non-voting advisory members from
(ITB) and revision of processes supporting

various offices offer additional insight,

the selection, control, and evaluation of
as needed.

IT investments.

Supports and oversees the The AC is comprised of key technical
IT Enterprise Roadmap, including help | stakeholders from across the

in planning for investment prioritization | organization including Production
and definition of architecture segments. | Integration, Computer Security Office,

Architecture Council

(AC) Manages and oversees the enterprise Cust_omer Service,. Enterprise
architecture and technical standards; Architecture; Solutions, Investment
including identifying, reviewing, and Management, Operations, Project
updating the current and proposed Management, as well as Privacy,
standards. Records, and Acquisition.

The IT Portfolio Executive Council (IPEC) and the Information Technology/Information
Management Board (ITB) play key roles in the governance process. The IPEC gives the final
approval of the NRC IT budget and investment prioritization'. The ITB helps to ensure that
major IT investments are cost-effective; appropriately integrated within the defined EA; are
delivered according to schedule and budget: and are closely tied to the mission objectives of the
agency.

Capital Planning and Investment Control

The CPIC, as defined by OMB Circular A-11, is a systematic approach to managing the risks
and returns of IT investments for a given mission. It is an integrated management process which
calls for the continuous selection, control, and lifecycle management and evaluation of

IT investments and is focused on achieving a desired business outcome. The NRC is dedicated
to a sound CPIC process that enables the NRC’s funded investments to support the mission,
goals, and strategies of the agency.

The NRC uses a capital planning process to ensure its IT projects address the NRC’s business
strategies. The NRC manages these projects within cost, schedule, technical, and performance
baselines. Monitoring and control of investments is as important to success as investment
selection. Control mechanisms have been established to maximize project success through
accurate project scheduling and cost assessment.

' Project AIM 2020, Recommendation I1-1 and II-2
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Portfolio Selection, Consolidation, and Budget

Managing IT investments as a portfolio simplifies the assessment of tradeoffs among competing
investment opportunities. Best practices for IT portfolio management include gathering,
evaluating, and prioritizing all of the IT projects within an agency. The IT portfolio management
process, within the purview of the CIO, involves creating and maintaining the IT portfolio,
recognizing the needs and strategic goals of the agency, and selecting the right set of

IT investments to maximize the return on investment.

The current budget environment necessitates that the NRC work more effectively with fewer
resources. New budget formulation and investment prioritization processes have been instituted
to achieve these goals.

IT portfolio management has been addressed within the NRC by the establishment of the IPEC
and the ITB. The IPEC serves as the executive management body responsible for determination
of the NRC IT/IM strategic direction. Additionally, the IPEC is responsible for management of the
IT/IM portfolio by setting current fiscal year priorities. The ITB reviews and recommends
changes to the agency’s IT/IM architecture, including the portfolio of IT/IM systems,
technologies, and standards. The ITB aligns IT/IM investments and technology standards to the
NRC’s mission, and ensures that IT investments are made according to the agency priorities set
by the IPEC. The ITB also does periodic performance reviews of major IT/IM investments and
reviews new proposals and current IT/IM investments based on the following: the IPEC
priorities, alignment with strategic direction, ability to integrate into the NRC’s IT/IM architecture,
conformance with technology standards, and potential risks.

Enterprise Architecture

The NRC EA practice maintains an IT architecture that is consistent with OMB guidance. The
NRC’s EA defines the business, performance, applications, data, and technology that support
the achievement of the agency’s mission. The EA encompases both the the strategic plan and
the enterprise roadmap, and the EA is used to bridge the IT/IM, the mission programs, and the
regional offices together, and creates communication channels to improve interoperability of
processes and systems.

The NRC’s EA methods are to drive technology requirements and investments by business
needs. The EA supplies a roadmap, aligned with the agency’s strategic goals, and enables the
informed management of change, ensuring compliance with legislative and regulatory drivers
(e.g., OMB Circular A-130 and the Clinger-Cohen Act).

The NRC supports the EA program and the IT management processes through the following
activities:

o development of the FY 2016-2020 IT/IM Strategic Plan

. advancement of the IT/IM Roadmap to ensure consistency in IT programs, messages,
and themes communicated to agency stakeholders

° maintenance of the agency systems/application data calls and system inventories
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. data gathering and reporting for the Integrated Data Collection (IDC) and Federal

IT dashboard
° identification and highlighting of duplicate or incompatible IT/IM capabilities
. identification of improvement opportunities for governance processes
. support for IT budget formulation and prioritization
) identification of authoritative data (AD) and its sources to support a more efficient,

enterprise wide approach to data sharing
The NRC derives benefits from information integration and sharing across all levels of

government; by evolving the EA and as-is roadmap; and by aligning IT investments to the
Federal reference models under the FEA guidelines produced by OMB.
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Appendix C - ORGANIZATIONAL INFLUENCES

The U.S. Nuclear Regulatory Commission’s (NRC’s) IT/IM Strategic Plan has been developed
under the mandates outlined in OMB Memorandum M-13-09, “Strengthening Federal IT Portfolio
Management.” These mandates offer a solid foundation for developing IT Portfolio Management
strategies that result in effective and efficient IT services provided to government stakeholders
and the American public. Information below outlines ways in which the NRC has incorporated
these mandates into its information technology and information management

(I'T/IM) organization and operations.

IT Sourcing Plan

The NRC maintains a contract to supply information technology infrastructure and support
services to the NRC. This contract includes the planning and the processing of enterprise
software licenses. Using NRC contract vehicles, the NRC maintains a comprehensive inventory
of agency software licenses and the agency wide procurement and distribution of software. For
personal computers (desktops and laptops), OIS gives full lifecycle management of assets from
procurement, configuration, delivery, maintenance, refresh, and retirement.

Approach to IT/IM Human Capital Planning

The successful implementation of the CIO mission is dependent upon individuals and their
teams to direct and carry out the goals and strategies of the agency. The Office of the Chief
Human Capital Officer (OCHCO) at the NRC has carried out a variety of human capital
strategies to maintain and bolster employee knowledge and skills. As an increasing number of
employees become retirement-eligible, the NRC has been working to foster knowledge transfer
activities and is committed to nurturing workforce development through continued training, staff
development, and a positive work environment. The NRC has made the agency knowledge
management (KM) program a priority by deploying innovative KM support structures and
appointing office KM champions to actively capture high value/high risk knowledge and skills.
The NRC uses the results of the annual Federal Employee Viewpoint Survey to continuously
improve and is consistently ranked as one of the best places to work in the Federal government.

Reinvestment Plan

The NRC regularly evaluates the effectiveness of the agency’s technology resources through its
Portfolio Management and Investment Review processes. Cost savings that result from these
evaluations allow the agency to consider reinvestment into innovative ways to make better use
of existing IT/IM capabilities or adopt new ones.

Through the collaborative efforts of EA, IT Policy and Governance, and IT/IM Customer Service,
agency stakeholders are involved in the development and implementation of action plans that
address new undertakings as opportunities for improvement are discovered. Continuous
improvement is a key component of the IT/IM Strategic Plan and drives the path forward in
supporting the agency’s strategic objectives.

Accessibility

The NRC is actively addressing efforts to create a diverse environment where individuals of all
abilities can work, interact, and develop into leaders. The NRC abides by all laws and Office of
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Personnel Management policies for maintaining a diverse workforce. More information on the
NRC diversity polices can be found in the NRC’s Comprehensive Diversity Management Plan.

In 1998, Congress amended the Rehabilitation Act to require Federal agencies to make their
systems and services accessible to people with disabilities. Section 508 was enacted to
eliminate barriers in Electronic and Information Technology (EIT), to make available new
opportunities for people with disabilities, and to encourage the development of IT/IM capabilities
that will help achieve these goals. Under Section 508, agencies must give disabled employees
and members of the public access to information that is comparable to the access available to
others.

The NRC has one Section 508 coordinator, and the agency completed a baseline review of EIT
in December 2013. The NRC is using the results of that review to implement a more defined and
rigorous Section 508 program.

The NRC offers Section 508 awareness training through its internal learning system, iLearn, and
recommends all staff within the NRC take this course. The Section 508 standards are the
technical requirements and criteria that are used to measure conformance. More information on
Section 508 and the technical standards can be found at http://www.section508.gov.

Page | C-2


http://www.nrc.gov/reading-rm/doc-collections/nuregs/brochures/br0316/
http://www.access-board.gov/guidelines-and-standards/communications-and-it/about-the-section-508-standards/section-508-standards
http://www.section508.gov/

Appendix D - ACRONYMS

AD
BYOD
CCA
CDM
CFO
ClO
CIPIMS
CLE
COOP
CPIC
CSO
CUl

DR

EA

EIT
eRAlI
ERDS
FAMIS
FEA
FedRAMP
FEVS
FISMA
FITARA
FOIA
FY
GFE
GPEA
GPRA
GPRA-MA
IDC

P
IPEC
IRM
IRM
IT/IM
ITB

KM
LAN
MDM
NMED
OCHCO
OCIMS
OEDO
OMB

authoritative data

bring your own device

Clinger-Cohen Act

continuous diagnostics and mitigation

Chief Financial Officer

Chief Information Officer

Construction Inspection Program Information Management System
collaborative learning environment

continuity of operations

capital planning and investment control

Computer Security Office

controlled unclassified information

disaster recovery

enterprise architecture

electronic and information technology

electronic request for additional information

emergency response data system

Federal acquisition management information system
Federal enterprise architecture

Federal risk and authorization management program
Federal employees viewpoint survey

Federal Information Security Management Act

Federal Information Technology Acquisition Reform Act
Freedom of Information Act

fiscal year

government-furnished equipment

Government Paperwork Elimination Act

Government Performance and Results Act

Government Performance and Results Modernization Act
integrated data collection

internet protocol

information technology/information management portfolio executive council
information resource management (used for OMB mandate)
information and records management (used for data management)
information technology/information management
Information technology/information management board
knowledge management

local area network

master data management

nuclear materials events database

Office of the Chief Human Capital Officer

operations center information management system

Office of the Executive Director for Operations

Office of Management and Budget
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PM project management

PRA Paperwork Reduction Act
RPS reactor program system
SaaS software as a service
STAQS strategic acquisition system
uc unified communications
U.S. NRC U.S. Nuclear Regulatory Commission
VolP voice-over-Internet protocol
VPN virtual private network
WAN wide area network

WBL Web-based licensing

Page | D-2



NRC FORM 335 U.S. NUCLEAR REGULATORY COMMISSION | 1. REPORT NUMBER
(12-2010) (Assigned by NRC, Add Vol., Supp., Rev.,

NRCMD 3.7 and Addendum Numbers, if any.)
BIBLIOGRAPHIC DATA SHEET
(See instruciions on the reversea) N-UREG'lgo& VOIUII‘IG 3

2. TITLE AND SUBTITLE 3. DATE REPORT PUBLISHED
United States Nuclear Regulatory Commission Information Technology T S
Information Management Strategic Plan

: Octob 2015
Fiscal years 2016 - 2020 ctober

4. FIN OR GRANT NUMBER

5. AUTHOR(S) 8. TYPE OF REPORT
Daniel S. Shapiro .
Technical

Information Technology Specialist

7. PERIOD COVERED (Inclusive Dates)

2016 to 2020

8. PERFORMING ORGANIZATION - NAME AND ADDRESS (If NRC, provide Division, Office or Region, U. 3. Nuclear Regulatory Commission, and mailing address; if
contractor, provide name and mailing address.)

Portfolio Management and Planning Division
Office of Information Services

U.S. Nuclear Regulatory Commission
Washington, DC 20555-0001

9. SPONSORING ORGANIZATION - NAME AND ADDRESS (IfNRC, type "Same as above", if contractor, provide NRC Division, Office or Region, U. S. Nuclear Regulatory
Commission, and mailing address.)

Same as above

10. SUPPLEMENTARY NOTES
This Strategic Plan supersedes NUREG-1908, Volume 2

11. ABSTRACT (200 words or less)

The U.S. Nuclear Regulatory Commission's (NRC) Information Technology/Information Management (1T/IM) Strategic Plan for
Fiscal Years 2016 — 2020 describes how I'T/IM goals and strategies at the NRC support and enable the agency's mission. The IT/IM
Strategic Plan responds to Federal Requirements in the Paperwork Reduction Act (PRA) and the Clinger-Cohen Act of 1996, serving
as the NRC's strategic information resources management plan in accordance with Section 3506(b)(2) of the PRA. The plan lays out
the mission and vision {or the agency's I'T/IM efforts and establishes six goals along with the associated strategies. 1t also defines
measures of success in attaining the goals. This plan provides the technology and strategic guidance that helps to inform and support
the agency's budget formulation and prioritization processes over the next 3 — 5 years.

12. KEY WORDS/DESCRIPTORS (List words or phrases that will assist researchers in locating the report ) 13 AVAILABILITY STATEMENT
strategic plan, information technology, information management, goals, strategies, Informant and unlimited
Resource Management Plan, IRM, IT, IM, IT/IM, Enterprise Architecture, governance, CPIC, Capital 14, SECURITY CLASSIFICATION
Planning and Investment Control, budget {This Page)
unclassified
(This Report)
unclassified

15. NUMBER OF PAGES

16. PRICE

NRC FORM 335 {12-2010)







<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



